BUSINESS

Privacy Issues Tangle the Web

rivacy issues can pose serious and
Poften unanticipated consequences for
any company with a Web site. Because few
laws specifically govern privacy practices
on the World Wide Web, the issue has
become a minefield for companies, with
legal ramifications and important busi-
ness and public relations implications.
Accordingly, any business operating a
Web site, even a “B2B” business that
targets other businesses rather than
individual consumers, should review its
privacy practices and, in most instances,
post an accurate and comprehensive
privacy policy. Failure to do so could
have costly consequences.

A prime example is Toysmart.com, a
Web site that sold educational toys until
it ceased operations in May 2000 and sub-
sequently filed for Chapter 11 bankruptcy
protection. Walt Disney Co., through its
subsidiary Buena Vista Internet Group
(BVIG), owned a controlling interest in
Toysmart, which had posted a privacy poli-
cy that stated it would never share its users’
personal information with anyone else. In
bankruptcy, however, the company sought
to sell its customer list, which included
names, addresses, shopping preferences,
and family profiles.

The Federal Trade Commission (FTC)
sued to prevent the list sale, and a coalition
of state attorneys general also filed an
objection. At one point, Toysmart tem-
porarily removed its customer list from its
assets for sale because, as a result of the
negative publicity, Toysmart received no
acceptable offers. Disney also found itself at
the center of unfavorable media reports. It
offered to buy and retire the customer list
for $50,000, but the state attorneys general
objected because the customer list would
still be sold. In January, the bankruptcy
court approved an agreement by which Dis-
ney’s BVIG subsidiary paid $50,000 to
Toysmart’s creditors in exchange for Toys-
mart destroying all customer data.

For most Web sites in the United States,
no specific law currently requires the dis-
closure of a Web site’s privacy practices.
The primary exceptions apply to financial

institutions, certain health-care entities,
and Web sites that collect information from
children under age 13. Yet, even without

comprehensive federal privacy legislation,
companies may face legal actions as a result
of their information practices and privacy
policies—or lack of them.

Consumer groups, the FTC, many state
attorneys general, and Congress are review-
ing the practices of Web sites, and bills with
a wide range of approaches to Web site pri-
vacy have been introduced in the House
and Senate. Both the FTC and some state
attorneys general are applying traditional
consumer protection laws in prosecuting
alleged privacy violations on the Web.
Michigan, for example, has instituted action
against Web sites for failure to disclose cer-
tain practices, such as the ability of a third
party to drop a cookie—a way Web servers
identify visitors—onto a user’s computer.
The state contends that such omission vio-
lates its consumer-protection laws.

The FTC also can and will take legal
action for discrepancies between a privacy
policy and a Web site’s actual practices as a
violation of Section 5 of the Federal Trade
Commission Act, which prohibits unfair or
deceptive acts or practices in or affecting
commerce. Moreover, companies may face
the possibility of class action lawsuits
asserting violation of consumers’ privacy
rights. Therefore, accurate privacy policies
are becoming a business necessity for many
Web sites. In addition to the need to dis-
close certain practices, privacy policies can

be important to maintaining consumer
goodwill, as the majority of Americans have
concerns about online privacy.

Privacy policies
The issue of Internet privacy centers
primarily on personally identifiable
information (PII). Generally, PII consists
of information that can be used to locate
or identify an individual, such as name,
address, e-mail address, Social Security
number, or telephone number.
Currently, government authorities
take a broad view of what constitutes
PII. For example, it is irrelevant whether
the information relates to the person’s
home or business. Any persistent identi-
fier, such as a cookie, that is tied to iden-
tifying information is considered PII, as is
any combination of data that could be used
to identify someone, such as birth date,
gender, and Zip code. Moreover, certain
financial information, such as bank-account
and credit-card numbers, can be consid-
ered PII, as can hobbies and demographic
data (such as family income) if they are
linked to other identifying information.
Privacy policies, however, usually should
address more than a Web site’s collection
and use of PII. Although the state of the law
remains in flux, consensus is emerging
regarding what the FTC terms “four widely
accepted fair-information practices of
notice, choice, access and security.” In
addition, a fifth principle exists regarding
enforcement and whether the fair



adopt and post a privacy policy that gives
users full and accurate disclosures.

Notice

Notice is the most
important and universal-
ly agreed upon principle.
The basic premise of ade-
quate notice is that a Web site’s privacy
practices should be clearly and conspicu-
ously posted and should be clear and easy
to understand. There are no hard rules
regarding what constitutes adequate notice,
but many factors come into play. These ele-
ments include the location of the notice
(e.g., whether a user must scroll down to
see it), the font size and color, how many
Web pages include a link to the policy, and
the quantity of other content on the site
competing for the user’s attention.

For starters, notice means a privacy poli-
cy should inform users of the information
collected, by whom it is collected, how
such information is used (including whether
it is shared with any third party), and the
user’s choices—if any—to access the infor-
mation and limit its uses. Thus, for exam-
ple, a privacy policy should disclose the use

of any third-party advertisement servers,
which might track a user’s Web surfing,
and whether the Web site collects the infor-
mation automatically provided to it by the
user’s browser. This information includes
referrer data, which can identify the Web
page visited before and after visiting the
collecting Web Site, and the Internet proto-
col (IP) address, which is a number auto-
matically assigned to a computer whenever
it is connected to the Web. The IP address
is how Web servers identify a computer
when serving a Web page.

Privacy disclosures should also include
notice of any use of cookies or other pas-
sive collection mechanisms—such as clear
GIFs (Graphics Interchange Formats)—
that obtain user information without the
user actively providing it. Clear GIFs, also
known as tags or Web bugs, are usually
1 ¥ 1-pixel “graphics” on a Web page or in
an e-mail that can be used to monitor who
is reviewing the Web page or e-mail, or to

send information to another Web site with-
out the user’s knowledge.

A privacy policy should be written in a
consumer-friendly manner, be direct and
concise, and contain as little “legalese” as
possible. However, the privacy policy also
should be a detailed disclosure of the Web
site’s practices. The two goals are not easily
balanced. Some Web sites—primarily those
that collect considerable consumer informa-
tion and use it in many ways—address the
issue by drafting a concise “overview” priva-
cy policy that also contains embedded links
for concepts such as cookies or IP address-
es. The user can click onto those links to
gain more information regarding the site’s
practices. In fact, the FTC includes such
links as part of its posted privacy policy.

Choice

The concept of
choice is particularly
contentious. On one
extreme is the posi-
tion that consumer information never be
used for anything other than the specific
purpose for which it was collected unless
the user has affirmatively consented to all
such additional uses. The other extreme
holds that giving the user adequate notice of
a Web site’s privacy policy is sufficient, and
that consumers need only decide whether
or not to use the site. Some consensus is
emerging, however, that consumers should
be entitled to a choice other than abandon-
ing the Web site, especially if information
will be shared with third parties.

Accordingly, the strongest debate now is
whether choice should take the form of
“opt-in” or “opt-out.” Opt-in means that
the proposed use of the consumer’s PII is
presented to the user, who must affirmative-
ly click his or her consent. With opt-out,
approval is already checked and the con-
sumer must affirmatively unclick to prevent
the use of his or her PII. Many sites prefer
the opt-out method because it frequently
results in more consumers agreeing to the
use of their information. However, many
consumer advocates believe the opt-in
method is essential.
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Access

The concept of
i i ) access generally
holds that users should have reasonable
opportunity to review and correct their
information, particularly any PII. Few Web
sites provide users access to all information
collected about them, such as past pur-
chase history, but many sites give users the
ability to review and correct PII because
they want accurate information. There is,
however, some tension between the princi-
ple of access and that of security. A Web
site that provides access to PII may also
need to employ a mechanism that will rea-
sonably confirm the identity of the user
seeking to review the PII, such as user
name and password protection.

Security

Adequate security
requires Web sites to
take reasonable and
appropriate measures
to secure user infor-
mation from unauthorized disclosure or
misuse. What is reasonable depends in part
on the type of information collected. For
example, certain sensitive information, such
as detailed health information, is entitled to
a higher level of security than other PIL

It is most important that a company’s
privacy policy is accurate and that the Web
site does not violate it. The claim made
most often against Web sites is that their
actual business practices do not match the
disclosures in their privacy policies. In fact,
all too often Web sites that have no inten-
tion of misleading consumers still find
themselves caught in a privacy trap. This
occurs for several reasons.

First, any practice that does not conform
absolutely to a Web site’s privacy policy,
even if unintentional, can be considered
actionable. Second, unanticipated events
and interpretations of language take place.
For instance, many businesses will voluntar-
ily cooperate with law enforcement officials
that ask for information. But, if the site’s
privacy policy says it will only share infor-
mation when legally required to do so, the



Business

site may have to require a subpoena or
other legal compulsory process before turn-
ing over user information. Third, the priva-
cy frontier changes rapidly. It is difficult for
everyone in a company to be aware of those
changes and how their decisions might
impact the company in relation to privacy.

Beyond this basic framework for a Web
site privacy policy, there are many other
equally important issues that will influence
the actual privacy practices and necessary
disclosures for each specific Web site.
These points include the technology used
to collect information, whether the site
includes links to a third-party Web site,
and whether the Web site collects informa-
tion from citizens of the European Union.
Any company with a Web site may want to
discuss these issues with legal counsel to
ensure it takes the steps necessary to pro-
tect itself against potential legal, public
relations, and other business ramifications
relating to consumer privacy.

For further reading

The FTC’s Web site, http://www.ftc.gov,
and particularly its privacy pages,
http://www.ftc.gov/privacy/index.html.

The Michigan Attorney General’s Web
site, http://www.ag.state.mi.us, includes a
broad definition of PII, http://
www.ag.state.mi.us/AGWebSite/
inet_info/priv_guide. htm#PII, and sug-
gested privacy policy disclosures,
http://www.ag.state.mi.us/inet_info/
priv_guide htm.

Privacy Online: Fair Information Practices
in the Electronic Marketplace, A Report to
Congress. Federal Trade Commission,
Washington, DC, May 2000. http://
www.ftc.gov/reports/privacy2000/
privacy2000text.pdf.

Comments filed by 34 state attorneys
general with the U.S. Department of Com-
merce, Subgroup on Legal Barriers to Elec-
tronic Commerce. http://www.naag.org/
legislation/inetcommerce.cfm.
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